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Technology as both support and challenge for AML systems: An analysis of the dual relationship between 
technological progress and financial crime.
The modern financial world faces a dual challenge 3 on the one hand, the dynamic development of technology offers 
unprecedented opportunities for detecting and preventing money laundering (AML); on the other hand, these same innovations 
are exploited by criminals to conceal illegal financial activities. This article examines the role of modern technologies in the AML 
ecosystem, focusing both on their potential in combating financial crime 3 through the use of artificial intelligence, network 
analytics, or blockchain solutions 3 as well as on the risks associated with their misuse. Particular attention is devoted to privacy-
enhancing technologies (PETs) and to the importance of cooperation between regulators, fintech and regtech sectors, which is 
becoming a key factor in strengthening the effectiveness and transparency of global AML efforts.

Leveraging Technology for Money Laundering Prevention
The modern financial sector, by its very nature, requires advanced safeguards to prevent its misuse for criminal purposes. At the 
core of this ecosystem are anti-money laundering (AML) procedures, which encompass comprehensive customer identity 
verification processes as well as the automated real-time monitoring of transactions. The principal function of these mechanisms is 
the detection of transactional anomalies that may indicate money laundering or the financing of terrorist activity. Operating within 
the framework of international regulatory standards, such systems now constitute the foundation of strategic operational risk 
management in financial institutions.

The first generation of AML systems relied on static decision-making algorithms and verification processes requiring significant 
human oversight. Detection of suspicious activities was carried out through the application of simple threshold criteria, screening 
against sanction lists, and basic transactional pattern analysis. Although these solutions laid the groundwork for modern efforts to 
combat financial crime, their effectiveness was significantly constrained by the high frequency of false alerts and their limited 
capacity to recognize sophisticated criminal schemes.

In response to these structural limitations, the new generation of AML systems integrates advanced analytical technologies, 
including artificial intelligence algorithms, biometric identity verification systems, and privacy-enhancing technologies (PETs). 
These innovative solutions enable dynamic behavioral profiling of clients and adaptive monitoring of their financial activities. 
Through the implementation of such technologies, financial institutions achieve greater precision in detecting illicit operations, 
while simultaneously providing secure mechanisms for information-sharing among entities in full compliance with data protection 
regulations.

Data Analytics and Machine Learning
Data analytics and machine learning have become fundamental tools in modern anti-money laundering (AML) systems.

By harnessing the capacity to process vast volumes of information, artificial intelligence (AI) algorithms are able to identify subtle 
patterns and anomalies in financial transactions that would likely remain undetected through traditional monitoring methods.

Contemporary AI-driven AML systems examine not only individual transactions but also entire networks of connections between 
entities, enabling the detection of complex money laundering schemes. A notable example is the system implemented by HSBC, 
which analyzes more than one billion transactions per month in search of indicators of financial crime. The adoption of this 
system reduced false alerts by 60% and minimized the need for manual reviews, thereby significantly enhancing the efficiency of 
the bank9s AML processes. Similarly, CitiBank employs AI technologies to manage risk by analyzing transactional and behavioral 
patterns of clients worldwide, assigning risk scores to activities that may signal money laundering.

Predictive analytics represents an additional level of sophistication in the fight against money laundering. Through predictive 
modeling, financial institutions cannot only respond to suspicious activities but also anticipate potential threats based on historical 
patterns. This proactive approach allows for more effective prevention of financial crime.

Sector-Wide AML Solutions: A New Dimension of Collaboration
Traditional AML systems operated primarily within the boundaries of individual financial institutions, which limited the scope of 
available data and hindered the detection of complex, multi-entity money laundering schemes. Advances in technology4
particularly increased computational power and the secure transmission of sensitive data4have enabled the implementation of 
sector-wide solutions that allow for data sharing and analysis across the entire financial sector.

In Poland, a unique example is the Sectoral AML Service Center (SCU AML), an initiative of KIR and ZBP. This platform facilitates 
the aggregation and analysis of data from diverse sources (e.g., Elixir, Express Elixir, STIR, and ZBP databases), thereby enabling a 
comprehensive view of financial flows within the banking sector. Such an approach makes it possible to identify transactional links 
and networks that would be impossible to detect at the level of individual institutions. Current development efforts focus on 
extending the scope of services to include Know Your Customer (KYC) processes.

Comparable solutions are already successfully operating in other European countries. A notable case is Salv, an Estonian platform 
and leading European regtech company founded by seasoned experts in AML and financial crime prevention who recognized the 
limitations of existing tools. Salv provides automation solutions for AML processes, transaction monitoring, and dynamic 
customer risk assessment. A key feature is Salv Bridge, a tool for information-sharing and joint investigations into financial 
crime, which enables institutions to rapidly exchange data and more effectively uncover criminal networks. More than 100 banks, 
fintechs, and payment service providers in Europe currently use Salv Bridge for sharing information related to authorised push 
payment (APP) fraud prevention, joint AML investigations, automated requests for information (RFI), and suspicious IBAN numbers. 
Alerts transmitted via Salv Bridge achieve a true positive rate exceeding 90%, while institutions report recovery rates of stolen 
funds reaching up to 80%.

In the United Kingdom, an important role is played by Vocalink (Mastercard), which employs advanced data analytics and machine 
learning to monitor billions of transactions in real time. Solutions such as the Mule Insights Tactical Solution (MITS) enable the 
identification and tracking of suspicious money flows across multiple banks, the detection of mule networks, and the rapid freezing 
and recovery of illicit funds. Vocalink facilitates the mapping of transactional relationships between accounts and institutions, and 
its solutions are implemented both at the level of individual banks and across entire national payment systems. In a pilot 
deployment of MITS in the UK, 12 financial institutions participated, covering the vast majority of transactions processed through 
the Faster Payments system (FPS). The goal of the initiative was to detect organized fraud schemes and mule accounts. Today, 
the system covers more than 90% of current accounts in the country, serving as an example of a nationwide AML deployment 
with a high degree of interbank integration. It has become a cornerstone for future initiatives in interbank data sharing to enhance 
payment security.

These solutions make it possible not only to detect and combat money laundering more effectively but also to strengthen the 
resilience of the entire financial sector to emerging threats associated with financial crime.
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The Use of Generative Artificial Intelligence (GenAI) in KYC Processes
Modern anti-money laundering (AML) systems increasingly employ generative artificial intelligence (GenAI), which provides 
critical support in Know Your Customer (KYC) procedures and significantly enhances the effectiveness of efforts to combat 
financial crime. GenAI allows financial institutions to automate and streamline critical stages of client verification, leading to faster 
detection of risky connections, reduced errors, and lower operational costs. Its most important applications include:

Supporting KYC analysts
Trained on an organization9s policies, GenAI enables rapid 
responses to questions concerning KYC requirements and 
assists analysts in decision-making, such as determining 
how many board members must be verified.

Automated generation of wealth source outputs
After documents such as annual reports are uploaded, 
GenAI summarizes the client9s sources of wealth in line 
with KYC policies, thereby improving the completeness 
and transparency of documentation.

Client communication
GenAI automatically drafts messages 
to clients, for example requesting 
additional information on beneficial 
owners, in compliance with 
regulatory requirements.

Sanctions impact analysis
After the submission of sanctions 
questionnaires, GenAI generates 
summaries of their impact on the 
client, supporting risk assessment.

Automation of quality 
reviews
GenAI reviews the completeness of 
KYC documentation, identifies 
deficiencies, and recommends 
corrective actions, thereby 
shortening review times and 
improving process quality.

AI Agents
By breaking KYC and transaction monitoring (TM) processes into distinct parts, AI agents can be developed to execute them. 
These agents act as autonomous modules capable of analyzing, verifying, and making real-time decisions. In KYC, agents can 
automatically collect and analyze data from multiple sources (including public registers, commercial databases, and 
media), verify client identities using image recognition or natural language processing techniques, and dynamically update 
risk profiles. In TM, agents can not only detect suspicious transaction patterns but also independently escalate cases, fill in 
missing information, and recommend follow-up actions to analysts.

These applications have a direct and substantial impact on the effectiveness of money laundering prevention. Automation and 
advanced data analysis allow for faster detection of suspicious schemes, reduction of errors, and more dynamic client risk 
management. As a result, financial institutions are better positioned to block illicit activities and to safeguard the financial sector 
against emerging threats.

Accenture's AMLET Platform

Comprehensive solution applying GenAI to both KYC process 
automation and advanced transaction monitoring. The 
platform handles massive data volumes whilst integrating 
information from multiple systems.

12 institutional clients currently using the solution

6+ million client profiles conducted

80,000 due diligence processes monthly, effectively 
supporting daily compliance operations in financial 
organizations.

25-30%
Cost Savings

by  the deployment of GenAI

40-50%
Workload Reduction

For KYC analysts whilst 
increasing effectiveness of 

fraud detection and reducing 
false alerts

according to research conducted by Accenture

Biometric Identity Verification
Biometric technologies are becoming an increasingly important element of AML processes, particularly in the context of client 
identity verification. Solutions such as facial recognition, fingerprint scanning, or iris scanning significantly enhance security 
during customer onboarding, minimizing the risk of identity fraud4which often constitutes the first step in the money 
laundering process.

The principal advantage of biometrics lies in the uniqueness and difficulty of forging biometric traits. Unlike traditional 
verification methods, such as passwords or identity documents that can be stolen or falsified, biometrics provide a higher level of 
assurance regarding the identity of the individual conducting a transaction. Statistics indicate that fraud involving stolen or falsified 
documents occurs more than twice as often as fraud involving biometric technologies.

The use of biometric services is also particularly relevant for improving the customer experience in remote channels. This is 
especially important in light of regulatory requirements (PSD2/PSD3 and PSR) concerning strong customer authentication 
(SCA), which have compelled banks to expand the use of mobile applications. In this channel, biometric authentication is widely 
perceived by clients as the preferred form of identity verification. From a regulatory perspective, however, it also represents a key 
component of SCA mechanisms.

Implementing biometric identity verification in customer onboarding not only enhances security but also accelerates and 
simplifies the process, eliminating the need for the client9s physical presence at a bank branch. This is particularly relevant given 
the growing popularity of financial services offered in fully digital formats. Examples such as solutions developed by APLYiD and 
Smile ID demonstrate that verification times can be reduced from several hours or even days to just a few minutes, while 
customer satisfaction levels increase significantly.

Beyond authentication, biometrics can also enhance security through the continuous monitoring of user behavior. Behavioral 
authentication4as this approach is called4has been gaining popularity and is being adopted by firms across various sectors. In 
Poland, the Credit Information Bureau (BIK) is developing the Behavioral Biometrics Platform, a tool that collects and analyzes 
context-free data such as typing speed or mouse movements to create an individual user profile. In the event of deviations in 
behavior, the platform reacts immediately4requiring re-authentication, blocking a suspicious transaction, or initiating direct 
contact with the client.

Blockchain and Distributed Ledger Technology (DLT)
Blockchain and distributed ledger technologies (DLT) introduce a new level of transparency to the financial sector, which is of 
critical importance for anti-money laundering (AML) efforts. Owing to the public and immutable nature of blockchain, transaction 
histories can be tracked in ways that significantly complicate attempts to conceal illicit financial flows. Every transaction is 
permanently recorded on the blockchain, ensuring full transparency and auditability.

Although blockchain provides pseudonymity4transactions do not directly disclose the identities of users4the public nature of 
the ledger and the impossibility of removing transactions facilitate the work of law enforcement agencies and financial institutions 
in tracing the movement of funds. This feature is particularly important for identifying suspicious transactions linked to money 
laundering. Moreover, blockchain-based analytical tools enable the detection of patterns and connections between cryptocurrency 
wallets, thereby supporting AML activities.

In recent years, companies such as Chainalysis, Elliptic, and CipherTrace have emerged as leaders in developing technologies to 
identify suspicious transactions in the cryptocurrency ecosystem. Their tools make it possible to analyze transactional patterns, 
identify clusters of addresses controlled by the same entities, and effectively trace the flow of funds across blockchains. With the aid 
of advanced algorithms and vast datasets, it becomes possible to quickly uncover links between addresses, assess transaction 
risks, and generate real-time alerts.

These solutions are employed by the largest cryptocurrency exchanges, financial institutions, and law enforcement agencies 
worldwide. The effectiveness of such tools in combating cybercrime on a global scale has drawn particular industry attention. For 
example, they are used to continuously monitor and analyze the movement of funds originating from cyberattacks, including 
operations of North Korean cybercriminal groups such as the Lazarus Group. In practice, every transfer of funds derived from high-
profile thefts4such as those involving the ByBit exchange4is closely monitored by specialized teams and analytical tools, with the 
possibility of liquidating such assets depending largely on the AML policies of centralized actors (e.g., exchanges). Collaboration 
between industry participants and regulators has resulted in an increasing share of stolen funds being identified, frozen, or 
recovered, with the effectiveness of these measures steadily rising.

Within the European market, the introduction of EU regulations such as the DLT Pilot Regime and the Markets in Crypto-Assets 
(MiCA) Regulation obliges blockchain firms and cryptocurrency exchanges to implement stricter AML procedures, mandatory 
transaction reporting, and licensing for crypto-asset service providers. These measures enhance market transparency and reduce 
opportunities for abuse, while simultaneously paving the way for innovative solutions in the financial sector.
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