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In today's world, financial scams are becoming increasingly widespread and sophisticated due to the rapid development of 
technology, globalization, and the growing complexity of financial systems. These scams take various forms, such as phishing, 
identity theft, money laundering, market manipulation, and cryptocurrency fraud. A serious issue, both from an individual and 
institutional perspective, is money extortion schemes such as the ,,grandchild" or ,,police officer" scams.

The main causes of financial scams include digitization and the rapid advancement of technology, globalization, unclear 
regulations, and a general lack of awareness. With technological progress, cybercriminals use advanced tools to attack banking 
systems, trading platforms, and individual users. Since international payments are harder to track and control, they become easy 
targets for illegal activity. Furthermore, in some regions, legal regulations cannot keep up with new methods of fraud, making it 
easier for criminals to avoid accountability. However, scams are not just a matter of technology and law - psychology plays a 
significant role. The fact that many people are not sufficiently educated about financial security makes them easy targets for 
scammers. Therefore, understanding the psychological mechanisms behind scams is crucial for protecting oneself against them.

The Psychology of Scams
Scams are as old as humanity itself, but their forms and mechanisms evolve alongside the development of societies, technology, 
and interpersonal relationships. The psychology of scams explores the motivations, psychological mechanisms, and factors that 
influence why people choose to deceive others, even when they are aware of the consequences of their actions. It is not just about 
the desire for profit or avoiding punishment - scams often result from complex cognitive, emotional, and social processes.

When studying the psychology of scams, it is worth examining several key concepts and phenomena, such as emotional 
manipulation, influence techniques, and the profiles of individuals who may be more prone to engaging in scams, such as those 
with antisocial or narcissistic personality traits. Understanding these concepts is crucial for assessing how easily one can become a 
victim of a scammer.

Emotional Manipulation
Emotional manipulation is a technique designed to influence a person's emotions, often in a hidden and dishonest way. 
Manipulators can identify their victims' weak spots to exploit them for their own gain. A key example is gaslighting, a technique 
where the abuser makes the victim doubt their own reality, senses, memories, facts, and mental health. The methods used in 
gaslighting are often subtly woven into daily life, making them hard to detect. The manipulator causes the victim (most often a 
close person) to question the validity of their own emotions, beliefs, judgments, experiences, or self-worth. The victim is gradually 
led to believe the manipulator's words and opinions. Ultimately, the manipulated person may give away their assets, transfer them 
to the scammer, or perform dangerous tasks for them, including other financial scams.

Manipulators also often use techniques like emotional blackmail, which makes victims feel guilty or obligated to act in a way that 
benefits the manipulator. This can lead to long-term psychological effects, weakening the victim's self-worth and autonomy.

In emotional manipulation, the scammer's goal is to tap into the emotions that will resonate most with the ,,victim" and trigger 
specific behaviors the scammer intends. You can get hooked by your fears, for example, a fear for a loved one or for your future. 
They may also exploit feelings of jealousy or even envy, which can push you to grab for solutions that promise immediate profit. 
Alternatively, they may prey on your unfounded hope for a better tomorrow, a better job, a quick career, or the deal of a lifetime. 
Therefore, scammers can use techniques such as false warnings or, conversely, promises of quick gains.

Techniques of influence
Scammers are masters of influence. This does not only apply to the final stage of financial fraud - when the payment is made - but 
also to earlier stages, when they must gain access to information, people, or methods. Their ability to persuade others to act in their 
interest is both their strength and their victims9 downfall. In psychology, various influence techniques can be used ethically or 
unethically.

American criminologist Donald Cressey created the Fraud Triangle theory, identifying three key factors contributing to fraud, 
corruption, and abuse: pressure (motivation), rationalization (justification), and opportunity (chance). When these three factors 
occur simultaneously and with high intensity, the risk of fraud or corruption becomes very high.

The Fraud Triangle and Influence 
Techniques

Fig. 1. The Fraud Triangle conducive to committing 
financial crimes [author's original work]

Pressure is the factor that initiates the cycle of fraud. It may include financial 
difficulties such as loss of income, the pursuit of a seemingly noble goal (e.g., taking 
actions believed necessary for a company9s survival), or personal issues such as 
addiction, credit card debt, or illness.

Rationalization means that, unlike other categories of criminals, scammers 
attempt to justify their unethical actions. They may feel that they have contributed 
so much to the company that they deserve something in return during difficult 
times. They might also believe they are simply <taking from the rich,= or that 
stealing from a corporation does not harm any individual. Rationalization is key, as 
many frauds are committed by individuals previously considered honest.

Opportunity acts as a catalyst for fraud when both pressure and rationalization are 
present. It often arises from organizational or individual carelessness. Weak control 
systems, lack of supervision, or poor segregation of duties create fertile ground for 
fraud. Opportunity is an external factor that can be controlled to reduce risk.
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When the conditions of the fraud triangle are met, various influence techniques help to execute the scam. The most common 
techniques include:

Urgency and time pressure: Scammers often create an artificial sense of urgency, suggesting that an offer is only available 
for a short time or that a lack of immediate action will have negative consequences. Their goal is to pressure the victim into 
making a hasty decision without careful thought.

Rule of reciprocity: Manipulators may offer something of value to the victim to create a sense of obligation. When the victim 
feels grateful, they are more likely to act in the manipulator's interest. In large-scale frauds, sometimes the manipulation of the 
victim can last for many months or even years.

Social proof: Manipulators may refer to what others are doing, convincing the victim that their behavior is the norm. This 
technique is particularly effective in crowded environments where group pressure is strong. It involves using generalizations - 
everyone does this, everyone would want to have this, etc. Scammers use this technique for online crimes, for example, by 
artificially generating positive reviews about properties for sale, a given company, project, place, etc.

,,Foot-in-the-door" technique: This involves starting with a small request that is easy to fulfill (e.g., for minor personal data) 
and then escalating it to a bigger request (e.g., a request for money). This makes the victim feel obligated to cooperate and 
even threatened that the earlier favor might be revealed.

Antisocial and Narcissistic Personality Traits and Financial Scams
Sociopaths, psychopaths, and narcissistic individuals are personality types often associated with scams and manipulation. 
Individuals with antisocial traits are characterized by a lack of empathy, which makes it easier for them to exploit others. They 
often do not consider the consequences of their actions or the emotional impact their scams have on victims. For them, human 
relationships are often viewed through the lens of what they can gain, rather than through the value of interpersonal connection.

A narcissistic personality, on the other hand, is associated with an exaggerated sense of self-importance and a desire for 
recognition. Narcissistic people may use manipulation to meet their own needs, prioritizing their own benefits at the expense of 
others. These types of personalities often exploit others to elevate their own status, and their actions can have a destructive impact 
on those around them.

The Psychology of a Victim
Victims of scams are often perceived as naive, but psychology shows that the mechanisms of scams are more complex and 
common than they seem. Anyone can become a victim under certain conditions, as our decisions and behaviors are influenced by 
trust, psychological needs, and cognitive biases. Understanding these processes reveals why even intelligent and experienced 
people fall for scams. Our biggest enemies are ourselves, along with the mechanisms that drive us, such as: trust, psychological 
needs, thinking errors, and defense mechanisms.

Trust is the foundation of human relationships but can also become a weakness, especially in the context of scams. Victims 
often show a tendency to believe promises, especially when they come from people who seem credible. Scammers are 
masters of manipulation - they can build an appearance of honesty, using their charisma, knowledge of psychology, or feigned 
competence. Victims, driven by a natural need for trust, often ignore warning signs, believing that the other party is acting in 
their best interest.

Psychological needs are a powerful draw for scammers. Many scams occur precisely by exploiting the fundamental 
psychological needs of victims. The desire for acceptance, love, belonging, or easy profit makes people susceptible to 
manipulation. For example, victims of romance scams often long for intimacy and emotional support, while those who fall 
into ,,get-rich-quick" traps dream of instant wealth. Similarly, when we're talking about large-scale financial crimes, we 
succumb to them because we imagine how we'll feel having more money in our account or having ,,the world at our feet." 
Scammers skillfully play on these emotions, offering seemingly simple solutions that appear to satisfy our deepest desires.

Thinking traps are a serious threat because our minds don't always work rationally. Cognitive biases can lead to poor choices. 
An example is the confirmation bias - the tendency to accept information that confirms our pre-existing beliefs. As a result, 
individuals targeted by scams often ignore warnings, paying attention only to information that aligns with their expectations. 
Another bias is the authority effect, which involves uncritically trusting people with expert status. Scammers often use this to 
gain trust. The involvement of a widely respected, well-known person (often without their knowledge) or references to 
institutions like ,,the boss" or ,,the minister" significantly influences the person being targeted.
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The Victim's Mindset and the Scammer's Ally
Even if a thought crosses our mind that it might be a scam, our defense mechanisms, instead of protecting us, become an ally of 
the scammer. Most often, our need to ,,save face" and an unwillingness to admit a mistake causes us to sink deeper into the scam, 
finding additional confirmation that our action is the (only) right one. Denial is a process in which we ignore uncomfortable facts to 
avoid dissonance and emotional pain. Additionally, there is rationalization, a concept from the ,,dramatic triangle" or fraud triad, 
which involves justifying our decisions with thoughts like, ,,They had good intentions, after all," or ,,I had to help him, I had no other 
choice." These mechanisms mean that victims rarely report scams or take action to recover their losses, which contributes to the 
impunity of criminals.

A Protective Shield
The basis of protection against financial scams is primarily knowledge. In this regard, both as individuals and at a societal or even 
national level, we are at the beginning of the road, as the education system works very poorly or not at all. Meanwhile, 
understanding the techniques of manipulation and the personality profiles that use them is key to defending against scams. Here 
are a few steps you can take to avoid becoming a victim:

Awareness and Education: Knowing about the techniques of manipulation and their symptoms is the first step to defense. 
The more you know about how manipulators operate, the easier it will be to recognize them.

Vigilance and Limited Trust: It is important to be aware of your emotions, needs, and reactions when someone tries to 
influence your decisions. Analyzing situations and the behavior of others can help you detect manipulation. Caution toward 
strangers and suspicious offers should be our second nature. Similarly, we should be quite careful about requests for personal 
or financial data without being sure why and for whom it is being used.

Listen to Your Intuition and Seek Support: If something feels wrong, don't ignore it. When in doubt, it's worth talking about 
it with trusted people, and all the more reason not to make spontaneous decisions. Seeking the opinion of trusted individuals 
or experts in case of doubt and reporting suspicious incidents can protect both us and many others from fraud.

Improve Communication Skills: Setting boundaries in relationships, saying "no" even if it means refusing a friend, a boss, or a 
high-ranking official, are behaviors that will protect us in the long run from the effects of manipulation and financial crimes 
and scams.

Summary
Scams, although often perceived as elements of fiction, are common and can affect any of us. The psychology of scams is a 
complex field that impacts all aspects of social life. Understanding phenomena such as emotional manipulation, influence 
techniques, psychopathy, sociopathy, and narcissism are crucial for effective defense against scams. Awareness of these issues and 
systematically developing one's own skills are essential to avoid the negative consequences of manipulation. In today's information 
age, each of us has the opportunity to become more resilient to scams and manipulation in our daily relationships if we just show 
greater vigilance and that much-needed principle of limited trust.
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